Since the Internet and computers have begun to permeate our daily lives, people have started using the Internet at a much younger age. Particularly, in Korea, one of the most wired countries in the world [22, 24], almost all teenagers (99.9%) and children aged 3 to 9 years (85.5%) have reported that they are currently using the Internet [35] .
delinquency has been well-documented [31, 46, 64] , and negative effects such as poor academic achievement and school commitment [38, 58, 70] as well as depression and suicide [6, 7, 19, 51, 54] have been reported by media and research worldwide.
While it is well-known that overall risky behavior reaches a peak at around the age 15 [26, 28] , most previous research has focused on the population of late teens, college students and/or adults [7, 19, 40, 69] . Taking into consideration that adolescence is a major transitional period, during which children start to exhibit the tendency of risky and problematic behavior [15] , and peer association becomes much stronger [63] , more attention needs to be paid to younger adolescents in their earlier teens. In addition to starting from the early stage of participation in online misbehavior, research needs to track behavioral changes over time to see how they change and what factors affect the changes. Meanwhile, gender difference has well been noted in adolescent delinquent behavior [14, 17] . Furthermore, there exist gender differences in using the Internet [25] , with boys being more proficient in digital competence. While studies have found that gender differences exist in delinquent behaviors online, as well [19, 38, 65] , whether factors of problematic online behavior differ by gender and how the factors of such behaviors may change overtime have rarely been explored.
The purpose of the current study was to investigate gender differences in adolescent users' problematic online behavior over time. Among the various types of problematic online behavior, unauthorized ID use and cyberbullying were the variables of interest in this study, with four waves from the Korea Youth Panel Survey (KYPS) were used for analysis.
Panel analysis is a powerful tool especially for examining within-individual changes over time [5] , while prior research to date has mostly utilized cross-sectional data.
This study contributes in several aspects. First, the findings will shed light on gender differences in problematic online behavior; for example, whether such behavior is gender-based and whether the significant factors are different across genders. Second, this study will provide information which will contribute to the development of policy and education programs by gender regarding online ethics and behavior. Third, using a panel analysis, estimates which are more consistent than the pooled logit/regression analysis, and furthermore, within-individual changes over time can be obtained.
Literature Review

An Overview of Theoretical Framework
Studies have attempted to explain problematic behaviors and delinquency through theories such as self-control theory [11, 12] , social learning theory [1, 4] , and interaction theory [63] . In this light, a growing body of literature on problematic online behavior, which can be seen as another type of problematic behavior, has applied these theories to understand the determinants [47, 55] .
Self-control is a person's ability to resist temptation when opportunity comes, the lack of which is a major factor of criminal/deviant behavior. Therefore, low self-control leads to delinquency including that committed online. Based on self-control theory, people with low self-control have a tendency to be impulsive, insensitive, self-centered, and risk-takers; they are likely to engage in risky analogous behaviors (e.g. drinking, smoking) and actions which bring them instant gratification. Hence, those who with a propensity of criminal involvement or risky behavior are thought to lack sufficient self-control. Moreover, those who have participated in one type of criminal or risky behavior are very likely to be involved in other types of crime.
On the contrary, social learning theory does not assume any natural impulse toward delinquency or crime [1, 61] .
This perspective emphasizes reciprocal interaction between cognitive, behavioral and environmental determinants of human behavior [1, 4] . Akers [1] applied this to the field of criminology and argued that delinquent behavior must be learned through the same mechanism as confirming behavior. The more individuals are exposed to models of criminal behavior from salient others, the more likely they tend to participate in crime and deviance [1] . Developed from the aforementioned theories, interaction theory suggests the reciprocal nature of the development of human behaviors; differing from self-control theory, lack of control does not necessarily lead to delinquency [63] . Instead, human behavior such as delinquent behavior develops over time as people interact with each other and as a result of prior behavior [36, 63] . According to this theory, the influence of parents is stronger through childhood, but starts to decrease when children become teenagers (12-13 years old, in particular). During this stage of life, peer influence becomes much greater [63] . Hence, the influence of both parents and friends must be considered.
Prior Research on Problematic Online Behavior
A number of factors based on these theories have been studied in the attempt to understand online deviant/ problematic behaviors (cyberbullying, digital piracy, and addiction to the Internet/online games to name a few).
Self-control was a significant factor in understanding adolescents' problematic online behaviors [8, 9, 32, 66] , showing negative association with problematic online behaviors; those with a higher level of self-control were less likely to be involved in problematic online behavior. Selfcontrol has shown as consistently a significant association with problematic online behavior as it has with problematic offline behavior [13] .
In this light, the relationship between deviant behavior committed offline needs to be considered in regard to problematic online behavior since the experience of problematic offline behavior could represent the tendency of becoming delinquent online, as well. With the prevalence of teens' online exposure and increasing problems online, some researchers have linked teens' offline behaviors to their online behaviors [9, 19, 37, 62, 70] , and concluded that problematic online behavior was an extension of offline behavior, while others did not find significant association between online and offline bullying [69] .
Meanwhile, based on social learning theory, which asserts that parents are salient others after whom adolescents model their delinquent behavior, variables for the parent-child process such as parental attachment/relationship, parental warmth, and parental monitoring have been utilized. Teenagers with positive parent-child relationships were less likely to engage in problematic behavior on the Internet [8, 20, 33, 42, 69] . Parental monitoring/control, however, was not necessarily helpful. While previous research has reported that parental monitoring showed a negative association with problematic online behavior [53, 69] , other studies from Korea found that parental control/ monitoring was positively related to problematic online behaviors [30, 51] . Researchers argue that teens might be more likely to commit deviant behavior online when they felt more stressed from parental control [29] . Furthermore, parents often monitor children physically, but may not be able to monitor children's online activities effectively.
Friends, known to be another salient source in delinquent behavior and a stronger influence on teenagers, play a greater role in teens' behaviors including both problematic online and offline behaviors. Korean Educational Development Institution (KEDI) [34] reported that 95% of teens used abusive language and learned such language from their peer groups and from the Internet. Having deviant peers was positively associated with the probability of committing problematic online behavior [8, 52, 55, 62] .
With regard to gender differences, boys showed a higher tendency of delinquent/problematic behavior in general [17, 26] , and are known to have better digital competence/ literacy than girls [10, 50] . In addition to differences in computer and Internet use, past studies have demonstrated that prevalence and frequency of engaging in problematic online behavior is significantly higher for male students [8, 18, 19, 32, 38, 39, 57, 65] , while other researchers found no difference when taking into consideration other personal characteristics such as sensational seeking [49] . Men were found to have more favorable attitudes toward online piracy than female students [31, 43] , while no difference in gender was found in other studies regarding other types of online delinquency [20, 56, 67, 70] . [48, 70] , while others found no significant association between school performance and problematic online behavior [38, 58] . Children's mental health problems such as depression seem to affect problematic online behaviors, and positive relationships have been found [6, 21, 51, 70] . Time spent on the Internet/computers was found to be positively associated with problematic online behaviors [19, 38, 39, 41, 65, 69] . Although father's educational attainment was utilized in several studies, the results were inconsistent;
sometimes it was positively associated [8] , while it was not significant in others [39] .
To date, only a few studies have tested factors based on both self-control and social learning theory. The current study tests both theories in that (1) 
Methods
Data and Sample
The data used in this study was from the 1st to the 4th waves taken from the KYPS, which has been accumulated over 7 years, and administered by the National Youth Policy Institute (NYPI). Second-year middle school students (the equivalent of eighth graders in the U.S.) residing in Seoul and 11 other cities and provinces in South Korea were the subjects of this survey when it was begun in 2003 (for more information on data collection and sampling, refer to the NYPI website http://www.nypi.re.kr).
Each wave has 3,449 cases and thus, there are 13,796 cases in total, while the final sample size for the present study was 11,636 (male=5,808 and female=5,828; four waves) and the dataset was strongly balanced, which means there are 2,909 cases in each wave. Observations not included in any of the four waves were excluded from the analysis. Data was screened for out-of-range values.
Measures
1) Dependent variables
Problematic online behavior was defined in this study as an illegal or immoral behavior which occurs when an individual is online. The dependent variables are as follows:
(1) using an unauthorized Internet ID or the resident registration number of another person during the past year (unauthorized ID use), and (2) cursing or insulting someone in a chat room or on a bulletin board (cyberbullying) during the past year.
2) Independent variables (1) Individual-level variables
To measure self-control, a 7-item composite scale was used referring to previous studies [3, 8] , and it included the following statements: "I wholeheartedly take part in exciting things even if I have to take an examination tomorrow," "I (2) Socialization variables Deviant peer association was measured with eight items in total, and regarded whether respondents have close friends who (1) have been disciplined, suspended, or expelled from school; (2) have been arrested by the police; (3) have drunk alcohol; (4) have smoked; (5) have had an unexcused absence from school; (6) have beaten another person; (7) have committed petty extortion; and (8) have committed theft during the past year. These items were coded to binary outcomes (0=never and 1=more than once), and summed respectively (ranged from 0 to 8). As for parentrelated variables, the scale for parent-child relationship was based on previous studies using the KYPS [8, 37] , and the following questions were used regarding the affection of the respondent's parents: "My parents and I try to spend much time together," "My parents treat me with love and 
Analyses
The current study performed panel logistic regression analyses with STATA ver. 12.0 (Stata Co., College Station, TX, USA). Pooled estimators using cross-sectional data are generally inconsistent since they ignore heterogeneity across individuals, whereas more consistent estimates can be obtained with the panel data [45] . According to the assumption of panel regression models, the error terms are decomposed into two components: (1) a person-specific error (time-invariant) and (2) an idiosyncratic error (timevarying) [68] . Random and fixed effects models are known to be the most commonly used [2] , while these two models are based on different assumptions. A random effects model's assumption is that unobserved individual effects do exist, and that these are uncorrelated with the variables in the model. It is, however, more likely that unobserved variables produce some bias in reality, which favors a fixed effects model [5] since a fixed effects model does not assume the uncorrelation. Moreover, the assumption of exogeneity for a fixed effects model, which accounts for a form of www.fer.or.kr 
Results
Descriptive Results
The mean age of respondents was 13. The level of self-control was significantly higher for girls than boys. The overall mean of respondents' experience of delinquent behavior was .79 for girls, and .89 for boys, which was a statistically significantly higher frequency for boys.
In terms of socialization variables, the overall mean score of parent-child relationship was 14.16 for girls and 13.73 
Estimates from Panel Logistic Regressions
Results from a random effects model are demonstrated School performance was significant only for girls' cyberbullying, while time spent with computers was significant for boys' unauthorized ID use and cyberbullying;
as they spend more time using a computer over the four time periods, boys were more likely to be involved with problematic online behavior. Lastly, year effects were significant in all models; as the respondents got older, they were less likely to engage in problematic online behavior.
Discussion
The present study investigated gender differences in problematic online behaviors, namely unauthorized ID use and cyberbullying, based on several major theories.
The The results suggest the need to undertake an analysis according to each type of problematic online behavior as well as by gender. It seems that sorting all types of problematic online behaviors into one general problematic online behavior, as was the case in some previous studies, may not be an appropriate approach to discover the determinants thoroughly since each type of problematic online behavior showed different features. 
Implications
The present study provides practical suggestions based on the results that expand our understanding of two types of problematic online behavior. Suggestions for practitioners and policy makers are as follows. First, the results call for program intervention in regard to young adolescents' self-control. For girls who showed a significant influence of self-control even in fixed effects models, in particular, It is necessary to figure out the characteristics of those who remain delinquent as well as the optimal time for intervention. In addition, the population of younger children needs to be investigated. As online delinquency level peaked in the first wave when respondents were eighth graders, more information is necessary to see whether this is a peak point or not.
The current study discovered that boys and girls showed different features in their problematic online behavior over time. Furthermore, each type of problematic online behavior showed different significant factors, although they shared some aspects. Future research needs to focus more on a specific population (e.g. gender, race) and a specific type of behavior.
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